
5. How do you ensure compliance and navigate varying rules across different queries, 
including the process for identifying breaches and the resulting repercussions?

4. What measures are taken to maintain confidentiality during cross-​team or cross-​office 
collaboration, and what type of platforms are typically used for this purpose?

6. Can you outline the process for efficiently filtering relevant data while adhering to 
multiple compliance requirements?

8. Regarding the compliance process, is consulting with senior analysts necessary, or are 
other validation methods adequate?

10. What is the procedure for filing a violation report, and what subsequent stages does it 
undergo? What is meant by Sanitize workspace?

9. Are there alternative methods for obtaining information In the course of querying a 
dataset, if you require specific information that is not compliant, are there alternative 
methods to obtain that data or related information that have not been officially approved 
through compliant channels? was either unapproved or non-​compliant?

7. What are the greatest challenges and benefits of managing compliance while handling 
large volumes of data?

3. Can you elaborate on your workflow when handling datasets, including how you acquire, 
preprocess, analyze, and validate data to ensure accuracy and reliability in your analysis?

1. When transitioning between departments or teams, particularly when working in a new 
area, what strategies do you employ to foster collaboration and establish a shared 
understanding among different teams or individuals, especially when newcomers are 
involved?

2. Additionally, as a newcomer without a specific workflow or tradecraft, how do you 
accelerate your learning curve and integrate others' tradecrafts into your own approach?
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foundation training- agency
wide training (board), at 
SOP-​standard operating 

procedure
auditing process- by more 
senor people, to ensure no 

compliance issues

Perspective michelle: new team 
as a tdna will get foundational 
training/core training= broad; 

SOP- what said is or query from 
team leads. Team leads 

document work flows differently 
as well has query (will get some 

familiaritiy) Auditing will be done 
by senior folks with experience 
in mission space. to see if their 

was a compliance issue.

no tradecraft as an analyst. had 
space for tdnas esoteric. crowd 
sourcing, only authorized to see 
what you need yo see. michele 

will have a more refined role and
a more specific target set. like 

target "skyone".
hard to find out who else has 
information about the space.

most of the time- 
repository and only for 
what you along to see, 

senor TDNAs. drone usage 
of SKYone . asking people 
of your network.  (Things 
come with experience)-  

goggy interface,

so many different tools 
and they do so many 
things. none of them 
are alike in a query 

interface. none are like 
google. Multiple 

parameters to fill out.

have a whole team/organization that will 
acquire. somewhat taken care of. tdnas 
might see a gap and go back to people 

who collected data. (preprocessing) excel 
[row and column] =what row is 

irrelevant?
may have 15 columns that are not 

understanding the drones. leveraging the
senior tdnas abotu what you are seeing [ 

senior tdna have limited time to give 
feedback]. Machine to machine 

communication.

taken care off by another 
team. (who acquire data), 
understanding relevant  

data, and accuracy
understanding the vary 

tech.

validation/accuracy, relying 
on documentaion/ sourcing

is everything. need to be 
able to back track 

everything. especially what 
tool did what. need to 

maintain sourcing and then
be about to connect them

https://irp.f
as.org/dni/i

cd/icd-​
203.pdf

email, person, virtual, 
formal: serialized 

reporting, 
baked into the systems are 

way to limit viewing?
not suppose to share 
banners.  barriers  to 
prevent those outside

tdnas may not be 
doing the 

reporting.  maybe 
depending on 

what the mission 
needs.

standard ways of 
approaching. but to 
get the most it can 

come down to  
experience or the 
understanding of 

technology

tradescraft hub, and training, 
and tools that are speciafice 

before exutigng a query, 
confident enough in your query. 
reveiwed by 2 people. can't look 

at any data that outside of 
mission, its a breach, how are 

you structing your query.

tradecraft hub. sets the stage for what you can do. 
tools analytical tools you have to go to before 
executing a query. flag what is or what is not 

compliant. analyst to still submit query. not as 
experience should go to someone who is to make sure 
it is good {query}. complaince folks will deal with beach

. general council. 
tradecraft- set rule. both very high level policy 

documents. can only look at some foreign intelligence. 
cant look at soemthing else that is seperate from what 

they have. {if so it is an immediate breach}

reporting tool- 
counsel- ODNI 
(Office of the 

Director of National 
Intelligence) . 

sanitizing: purge the
data, remove

comes down to not 
knowing about the 
data returned and 
finding out more 

about it and 
learning the 
perameters.

but if you query with 
certain infomation, like 
a boolean. it can't be 

queryed alone but has 
to have more. 

find someone who has 
the authority

full stop with certain things. 
other things were an ip address. 

frame it with other identifier. 
boolean logic then their is an 

alternative. can do it by itself but 
with other mechanisms and 

defeats.full stop is a full stop. 
need another organization to 

collect that data. can get a waiver
but need director our attorney of

the U.S.

no, you don't 
need to 

consult senor
analysist

avoiding be too 
broad, and 

making sure you
get revlant info, 
following laws

figuring out what your looking at 
and querying that together. 

needs to know what is overly 
broad. poor tradecraft] 

balancing all of that. each tool 
has access to different 

datasets/analyst needs to be 
able to tell them apart. challenge
varies tool to tool and know how 

to balance that. benefits 
opperating within limits

as you go to different offices you 
learn different information that 

may or may not be used. 
as you move offices you share 

information and techquies. 
weekly meeting, brown bag 

sessions. Its easeier when your 
all doing the same mission vs all 

different missions.

no approval by senior 
analyst[you can if you 

want] needs to maintian 
whats within good 

tradecraft. checking tools 
and making sure your 

putting in defeats. making 
sure query is not to broad.

Using vpn and 
getting location. 

experience, 
creativity, curiousity,

and foundational 
knowledge

email, in-​person, virtual, 
formal methods [fbi] nsa 

cant share info easily, 
serialized reportings. 

people who maintain that 
awareness is teams leads, 
or management. Have key 

collaborators

always a banner 
says you cant share 

anything beyond. 
interpersonal 

relationships/standa
rd collaboration. can

be difficult.

structuring 
a query the
right way?

structing a query: 
can you resturction it? how do 

you be specifc enough
board query: can cause you to 
get data outside your mission. 
tools that can flag breaches, we 

can't query against the US 
full stop, too board, US

depends on what your are 
querying for. trouble if things are
to broad. varies by tool . what is 
compliant or not is driven by the 
data itself.lazy tradecraft. query 
to broad, data is not useful to 
what you are looking for. you 

know a lot about you target and 
its technology and can focus in 

on. meta data

what can an analysts do to 
get out of compliance. toosl
that will flag things that are

not compliant. [process 
stops there] remedial 

training. management will 
help you manage so you 

can rectify issue.

get data something out of 
your mission [query]. out of
compliance. tools that can 
defeat traffic. choose the 
most minimally invasive. 
[out of mission, to broad, 
cant look at that info.] = is 

non-​compliant

people have 
fourth 

amendment
protection.

depends - getting 
personal 

information? 
depends on what 

your collection 
looks like.

reporting tool. most 
everything will go 
through that tools 
and go to the right 

governing 
department.

sanitization[broad] 
most cases purge the 
data, remove from all 
data systems. working 

with compliance 
authority=standards 

ways going about that

goes into what tool. 
goes to eight 

authorities. can reach 
level of training[ was it 
intention, inadvertent, 

various levels about 
how it is approached.

encourage people to 
take two or different 

offices. loads of data vs
not as much data. 
every office does 

something different. 
share what they know.

department, trying 
to build guidelines 

into the system tool,
every year a 

meeting to ensure 
you know 

compliance. lawyer

knowing 
everything, new 

laws and policies, 
changing laws and

policies.

new policy, new laws, a lot of ways to 
make mistakes or get into trouble, 

analysts tend to be overly caucious. 
making sure things are above board. 

laws are always changing.

what was compliant is not not complaint 
[new law at congress] sept 11. a lot of 

rules change to make sure organizations 
are sharing with each other

dealing with facts (in the 
sense this happen) finding 

data to support, deny,  
weighting different 

evidence and categorizing 
(how much something is 
true, this is what I read)

make sure it is accurate
is important, deal with 

facts [things that 
happened]have to say 
she claimed this as a 

fact, have to support or
deny using the data.

good to have 
verification, 

resources are 
always there 

for you.

not necessary; more experience 
you have; can run from 50 -100 
queries a day. up to you but the 
resources will always be there. 
auditor at the end of the week 

and their is a list when it will tell 
you if its compliant or not. will 
ask analyst what the reason 
behind data is to decide if its 

compliant or not

unqiue a 
indenifier 

url
browsers

now an icon on 
traffic that will tell 
who opened what 

icon in the traffic. all
collaborative, no 
desktop tools, all 

browser

why is it not 
complaint. Proxity
data. something 

that can 
accomplish the 

same thing.

mentorship, experenices, 
and built in systems, that 
highlights and tells you 

information may be 
breaching. 

every time you use a tool 
you it has to be decided if 

the use of the tool was 
right. reporting to congress

comes down to experience. scary. have 
someone their to help you with what you 
are doing. highlighted in red telling you 

what it is. will send flags to many people. 
ask a lot of questions.​[ ask many people 
how to do it legally and compliantly. [on 

purpose, or lack of knowledge= each 
handled in different ways.released to 

congress. congress is overwatch

tend to share what you did 
at another place, very 

organic. sitting beside each 
other and seeing what one 

does.
brown bag sessions talk 

about what they are doing 
and how they are doing it.

no experience 
as a network 
analyst. how 

can tradecraft 
help?

email, compliance
system are still 

the same, doesn't 
start from fresh 
when you start a 

new job

learning 
the 

nuance.

never want to give false 
idea of how smart you are. 
people looking at different 
data where one may not 
have access to[ none the 

wiser with what data each 
person has]

cybercrimes [get 
data about this]
terrorism[ other  
data about this] 

report on the 
same accident

auditor can 
see what 

everyone else
is doing.

big education 
retreat, but if 
this conutines 

to mess up, 
you in trouble

golden rules: not to query nsa 
people. query cannot be broad. 

[specify], people who travel. 

waivers for everything[these on 
the ones that are gonna get 

flagged for compliance issues]

not board, no 
US citizen, not 
in the US, not 
ally to the US

data that is not compliant[ 
other things to address] try
to find a way to get it[why 

was it not compliant? ] only
way to figure out why you 
need it you find a proxy. 

similar thing but is 
compliant.
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